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Memory + Assembly Language: The 
Security Arms Race 

•  Learning Objectives 
•  Explain how understanding how programs use memory and 

being able to read assembly creates opportunities to wreak 
havoc. 

•  Explain how compilers (and possibly other tools) help protect 
you/programs from nefarious behavior. 

•  Avoid using unsafe constructs in your programs. 
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When Tech Goes Mainstream 

•  http://www.forbes.com/sites/thomasbrewster/2015/09/23/google-ormandy-finds-
kaspersky-0days/ 

•  http://www.zdnet.com/article/adobe-releases-surprise-security-update-23-critical-
vulnerabilities-fixed/ 

•  http://www.scmagazine.com/cisco-addresses-vulnerabilities-in-several-products/article/
439268/ 

10/1/2015 CS61 Fall 2015 2 

9/23/15: Google Hacker Digs Up More Kaspersky Zero Days, 
Demands Better from Anti-Virus Industry … “Ormandy found 
the vendor hadn’t turned on security mechanisms designed to 
Prevent certain buffer overflows.” 

9/22/15: Adobe releases surprise security update; 23 critical 
vulnerabilities fixed … “The security flaws  fixed in this update, 
all deemed critical, including a type confusion vulnerability, 
use-after-free flaws, buffer overflows, and memory corruption 
vulnerabilities which could lead to remote code execution.” 

9/17/15: Cisco addresses vulnerabilities in several products … “a 
third Wednesday advisor explained  that vulnerable version of 
Cisco’s TelePresence Server contain a buffer overflow attack. 



Recall … 

•  One of our first in-class exercises showed you that it 
was relatively easy to overwrite the caller’s return 
address on the stack. 

•  If you can overwrite the caller’s return address with 
an address of your choosing, then you just might be 
able to execute code that the program designer never 
intended for you to execute! 
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Consider the following program 
#include <stdio.h>

#include <stdlib.h>

#include <string.h>

 

int main() {

     char buffer[100];

     if (gets(buffer))

         printf("Read %d character(s)\n", strlen(buffer));

     else

         printf("Read nothing\n");

 }

cs61-videos/buffer-overflow/stacksmash.c
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gets is evil 
•  Check out the manpage … 
•  It starts out innocently enough, “gets() reads a line from 

stdin into the buffer pointed to by s until either a 
terminating newline or EOF, which it replaces with a null 
byte  ('\0'). 

•  Then it gets interesting, “No check for buffer overrun is 
performed (see BUGS below).” 

•  Then it gets downright fun, “Never use gets().  Because 
it is impossible to tell without knowing the data in advance 
how many  characters  gets()  will  read,  and  because 
gets() will continue to store characters past the end of 
the buffer, it is extremely dangerous to use.  It has  been  
used  to  break  computer security.  Use fgets() 
instead.” 
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A Sneakier Version (stacksmashf) 
#include <stdio.h>

#include <stdlib.h>

#include <string.h>

int read_line(char* buffer) {

    if (gets(buffer))

        return 1;

    else

        return 0;

}

int main() {

    char buffer[100];

    if (read_line(buffer))

        printf("Read %d character(s)\n", strlen(buffer));

    else

        printf("Read nothing\n");

}
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Wrapping Up 

•  Understanding memory layout and being able to read 
assembly gives you great power – use it wisely. 
•  Safely 
•  Productively 
•  Constructively 

•  Be a white hat! 
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